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Key Benefits e

Change and Configuration Correlog Change Tracker Enterprise is an enterprise change and performance
Management: Track all changes to monitoring system designed to support any compliance initiative and assure
Servers,Routers, Switches, Firewalls and service delivery across your entire network, server and PC infrastructure.

PC’s, databases and key applications -
back up the configuration of your entire
infrastructure

Enforcing configuration standards, maintaining security and satisfying compliance
audit requirements used to be expensive, complicated and time consuming.

Not any more - Correlog Change Tracker is rated 5/5 by Secure Computing

Compliance Automated: Audit your
Magazine (June 2010)

systems for compliance with key legislated
corporate governance policies using pre- Al major security standards and corporate governance policies understood
defined templates to ensure devices are and enforced automatically

hardened and vulenrability-free ] ]
*  Fully featured network change and configuration (NCCM) management

Harden and Remove Security solution

Vulnerabilities: File Integrity Monitoring, ¢ Forensic-detail configuration change audit trail provided for all server,
Process/service blacklist/whitelist, Registry workstation and network devices

Key and Value tracking provides the most

comprehensive compliance audit * Cost-effective and easy to deploy and manage

Automate Bulk Reconfiguration Tasks:
automate bulk scheduled updates

and configuration changes, or roll-back
configuration settings for devices to a

previous version - CORRELOG
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Application Performance and End

User Experience Monitoring: Check the

performance of key applications from the ele
ISO27000!

user’s perspective HIPAA gl
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ITIL Best Practises for Planned Change
Management Embedded: - with full audit
trail of who changed what and when /
BASELINE
Web Access, Real Time Reports: Online
Dashboard displays health, availability,
change, and configuration and compliance
status for your IT Infrastructure

“If a problem occurs on the network something has changed.

Identify what has changed and you have identified the
root cause of the problem!”
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What does CorrelLog provide?

* Device Hardening Templates can be applied for all Security angd Governance Policies, providing a fast
Compliance Audgit of all Devices

« Any breach of Compliance Rules reported, including File Integrity Changes, Regisiry Keys and Values,
Processes and Service states

s Use Change Tracker Enterprise as an automated backup system for firewall and network device
configurations, providing a complete og of changes made and the means to restore previous configurations
automatically

* Al platforms and environments supported, all devices and appliances
» Devices tracked for Configuration Changes, network devices can be re-configured in bulk automatically

* Planned Changes and all Unplanned Changes are detected
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Figure 1 « Change Tracker Enterprise™

canfiguration settings are analysed ta check compli-
ance with internal and external policy demands

performance metrics and key services and processes
are monitored against your defined policy bageline,
assuring quality service delivery at all times

REMOTE PC USERS Vl ' l
detalled change management reports show exactly

where any deviation from the defined baseline exist, ——— e =
enabling fast resolution of any problems when they
occur

remote and home users gain the reassurance of
constant support being on-hand while servicdesk pro-
cesses become more automated, greatly reducing

support coats LOCAL PC USERS

About Correlog, Inc.

Correlog, Inc. delivers security information and event management (SIEM) combined with deep correlation functions.
CorrelLog's flagship product, the CorrelLog Security Correlation Server, combines log management, auto-leaming functions,
neural network technology, proprietary semantic correlation technigues and highly interoperable ficketing and reporting
functions into a unique securnity solution. CorrelLog furnishes an essential viewpoint on the activity of users, devices, and
applications to proactively meet regulatory requirements, and provide verifiable information security. CorreLog avtomatically
identifies and responds to network attacks, suspicious behavior and policy violations by collecting, indexing and correlating
user activity and event data to pinpoint security threats, allowing organizations to respond quickly to compliance violations,
policy breaches, cyber attacks and insider threats. CorreLog provides auditing and forensic capabilities for organizations
concerned with meeting SIEM requirements set forth by PCI/DSS, HIPAA, SOX, FISMA, GLBA, NCUA, and others. Maximize
the efficiency of existing compliance tools through CorrelLog's investigative prowess and detailed, automated compliance
reporting. CorrelLog markets its solutions directly and through partners, Visit www,correlog.com for more information.

1004 Collier Center Way, Suite 103 - Nagples, Florida 34108 - 1-877-Correlog - 239-514-3331 - info@correlog.com
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